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ABSTRACT
This report documents the reproduction of Methodically
Modeling the Tor Network [9] for CS 244. While the tech-
niques for generating Tor network models have evolved
since 2012, the model presented in the original paper and the
reported performance results in Shadow were successfully
replicated. We found that the model remains fairly accurate
when generated using modern data, and once generated,
the model can continue to accurately simulate Tor network
performance for up to a year. After reproducing the initial
results, we experiment with a much larger download size
and find that larger downloads are less accurate than smaller
downloads using their model. We then extend their work to
account for the increased percentage of video traffic observed
on the Internet. By replacing half of the default clients in
the simulated network with video clients, we improve model
accuracy for larger downloads with little to no adverse effect
on smaller downloads.

1 INTRODUCTION
Tor seeks to enable anonymous communication by direct-
ing clients’ traffic through an overlay network of volunteer
relays. Tor clients encrypt messages multiple times before
they are source-routed through a circuit of relays. At each
relay, part of the client’s message is decrypted before being
forwarded to either the next relay or the destination. Tor
preserves anonymity because no single node on this commu-
nication path is aware of both the sender and the receiver.
Due to its distributed architecture, emphasis on privacy,

and the fact that Tor is actively used, experimenting on live
Tor networks is challenging. At the time that the original
paper was written, there were several testbeds, emulators,
and simulators available to use for Tor experimentation. This
prior workmade assumptions about the Tor network in order
to simplify the problem of modeling the network. However,
Methodically Modeling the Tor Network [9] sought to create
a model that was tractable, transparent, justified, and well-
explained, which could ideally be used by different tools.
In the paper, Jansen et al present two algorithms which

together allow them to generate a scaled-down simulated
network representative of the real Tor network. They test
this model with two tools: Shadow and ExperimenTor. The
results of their experiments show that the model performed
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well in both simulations when compared to the real Tor
network.
In this reproduction effort, we target Shadow because

it can be easily run on a single, well-provisioned machine,
while ExperimenTor requiresmore resources and does not ap-
pear to be actively maintained. For example, current links on
the ExperimenTor website have Ubuntu 11.04 VMs. Shadow,
on the other hand, is still being developed 8 years later with
an active community. Additionally, Rob Jansen et al. im-
proved on the modeling capabilities of Shadow and its family
of related tools in 2018 [12] by incorporating data collected
from live Tor into the default Markov clients created using
TorNetGen. TorNetGen generates a network based on the
algorithms presented in the 2012 paper [9].

The goals of this reproduction are to recreate the previous
results in the 2012 paper with modern data using Shadow
and compare these results to performance clients on the live
Tor network. We also explore how the model performs across
time and with much larger downloads. After reproducing the
original results, we extend the model to explicitly account for
video traffic on the network and compare these new results
to live Tor performance clients.
Our findings show that the model presented in the origi-

nal paper and the Shadow ecosystem of tools does, in fact,
produce an accurate model of the performance and load char-
acteristics of the real Tor network. Additionally, the mod-
els are robust in that they consistently give accurate results
when compared to Torperf data from a different month. Thus
researchers may create a model of the Tor network that will
be good for several months instead of needing to remake the
model each month. For larger downloads, the model does not
perform as well. However, our modified model that explicitly
accounts for video traffic results in significant gains to model
accuracy for larger downloads without adversely affecting
performance of smaller downloads. Our video client approx-
imations are not perfect and there is room for improvement.
We hope that this approach of explicitly modeling video traf-
fic in the Tor network shows a promising direction for future
work.

2 RELATEDWORK
Drawing on the work of Rob Jansen et al. for the purpose
of reproducing their work to show the validity of their find-
ings, we look to their related works sections for background
knowledge. To this end, this related works section uses the
same citations and ideas as [9, 12]. Previous work has been

1



done on measuring and modeling the Tor network in or-
der to test applications and improvements without actual
deployment; this includes straight forward approaches like
logging and analyzing traffic on the actual Tor network (Mc-
Coy et al. [14] and Chaabane et al. [2]), modeling [1, 15],
and simulation [10, 15]. The first method is not capable of
testing new ideas at scale and has many potential privacy
violations [13] which led to proposals of guidelines to follow
to protect users on these networks [18]. This further led to
systems like PrivCount [11] and later differential privacy
versions [4] being developed to collect privacy preserving
aggregated information from the relays. This however has
not stopped some researchers from continuing to use di-
rect methods, ignoring privacy concerns [17]. Many of these
concerns can be avoided by modeling and the use of simula-
tions such as through a tool like Shadow [8] which simulates
other characteristics of networks like packet loss and jitter.
Also, Shadow-Plugin-Tor allows Shadow to run any locally
installed version of Tor on simulated clients [5]. The original
data gathered by McCoy et al. [14] and Chaabane et al. [2]
have also been used to inform the design of many models
used in simulators [8, 9] and have been further enhanced
by Wacek et al. [19]. Finally, VoIP performance on anony-
mous networks like Tor has been examined [16] but we are
unaware of any work modeling streaming video over Tor.

3 METHODS
Due to resource constraints, we chose to use only Shadow
as opposed to comparing Shadow to ExperimenTor with the
presented model. ExperimenTor was difficult if not impossi-
ble to run on a single machine, whereas Shadow is capable
of running on a well-provisioned PC or VM.

We chose to use an existing ecosystem of tools rather than
re-implementing model generation from scratch. Several fac-
tors contributed to this decision. Foremost is the fact that all
of these tools are open source. TorNetGen is a tool produced
by the authors of the original paper that uses actual Tor
data to generate configurations for a Tor network modeled
after the real-world version but at a configurable scale [6].
TorNetGen uses the same (albeit slightly updated) algorithm
presented in the original paper which we determined by in-
specting the code. Additionally, this tool outputs themodel in
a format that is compatible with the specific (and somewhat
cumbersome) format requirements of Shadow. However, in
each case fresh data was used to generate new models: Tor
data from metrics.torproject.org for January 2019 was used
to generate the models presented in this report. Data from
Tor Metrics will be referred to as Torperf data, and it is used
both for model generation and for comparison. Also, TorNet-
Gen uses some of the Tor traffic model measurements from a
more recent 2018 paper [12] by Rob Jansen et al. to produce

Markov models for non-performance-measuring hosts in the
network.

For the simulation, we used Shadow and Shadow-Plugin-
Tor (formerly named Scallion, as in the original paper) to
run Tor on simulated hosts in Shadow. Additionally, we used
TGen, a traffic generator [7], to generate traffic for both the
modeled network and the actual network. Onionperf is a tool
that can be used to measure (real) Tor performance, and it
uses the same TGen style traffic graphs that Shadow uses [3].
This compatibility between Shadow and Onionperf allowed
us to write TGen graphs and run them on both the simulated
network and the actual Tor network, allowing for direct
comparisons. For the case of Onionperf, however, we had
to modify its model-generating script to produce the TGen
graphs we wanted. Lastly, OnionTrace traces Tor’s circuit
building and stream assignment and is used by Shadow and
TGen.

Most of these tools produce some form of useful logging
and often come with tools to parse the log files. Many of
these analyses and visualization tools were not quite suitable
for our purposes, so we either modified them or wrote new
scripts. We have reproduced this work using both a native
Linux installation and a VM. The native Linux machine was
used to run all experiments presented in this report because
it has more memory than the machine with the VM, and
Shadow is a memory-hungry application. It maintains the
full state throughout the duration of the simulation, so even
with 64 GB of memory, the “small” network was killed after
about 40 simulated minutes (several wall clock hours).
For model generation, we downloaded Tor metrics data

from January 2019, including relay descriptors, user statistics,
and Torperf data. Torperf is a set of utilities that tracks Tor
network performance, and Tor Metrics runs performance
tracking clients on a near-constant basis. This data is im-
portant for both model generation and the evaluation of the
performance of the model. We also downloaded Torperf data
from March 2020 to compare with our January 2019 model’s
performance. To collect data for 300 MiB downloads on the
real network, we used Onionperf to measure successive 300
MiB downloads through Tor. For 300 MiB downloads on sim-
ulated Tor, we wrote TGen models for modified performance
clients.
Since much of the traffic on the non-Tor Internet traffic

is video traffic, it is a reasonable assumption that this distri-
bution of traffic holds true for the Tor network too. From
this assumption we chose to replace 50% of the clients in the
model with video clients. To approximate video client behav-
ior, we used Wireshark and Python to capture and analyze
traffic while streaming a video over the Tor browser. From
this, we wrote a new client in the TGen format to send and
receive data at approximately the rates as the observed video
client. TGen uses a directed graph to generate traffic. For
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the video client, we specify a root node that pauses for one
microsecond, sends 66 bytes of data to the server, and then
receives data with the following probabilities: 2962 bytes
with probability 33

86 , 1514 bytes w.p.
21
86 , 5858 bytes w.p.

14
86 ,

4410 bytes w.p. 1386 , or 7306 bytes w.p.
5
86 . These numbers were

chosen based on the observed real video client behavior over
the Tor network: 87% of the traffic from client to server was
66 bytes, and 86% of the data from the server to the client
was 2962, 1514, 5858, 4410, or 7306 bytes, distributed as in
the probabilities that were just mentioned. This is a rough ap-
proximation of real video client behavior that could certainly
be improved. We then replaced 50% of the standard Markov
model clients in the small model network with our video
clients and measured the performance of 320 Kib, 5 MiB, and
300 MiB downloads on performance clients in Shadow.

4 EXPERIMENTAL SETUP
All experiments reported in this document were run on a
desktop computer with an AMD Ryzen 9 3950X 3.5 GHz
16-Core Processor and 64 GB of DDR4-3600 memory.

The first experiment was to try to reproduce the work in
the original paper. The goal of this experiment is to confirm
the claims made in the paper. To achieve this, we took the
following steps: produce a model with one month of Tor
Metrics Torperf data, run a simulation in Shadow using this
model, and compare the data from the simulated performance
clients (dedicated clients that run to collect Tor metrics)
with the observed data of real performance clients from that
month. The January 2019 Tor Metrics data was downloaded
and then we used TorNetGen to generate the network model
described in the original paper at 2% of the scale of the real
Tor network (same fraction as the “small” network in the
paper). We then modified some of the performance clients
to perform 320 KiB downloads and ran the simulation. Our
custom data processing script was used to parse and plot
this data against the observed data. The plots are shown in
Figure 2.

The second experiment compares the results of the previ-
ously generated model from the first experiment to the Tor
Metrics data from March 2020. The goal of this experiment
is to understand how well the model simulates the real Tor
network as it changes with time. To test the temporal robust-
ness of the model, we simply downloaded the March 2020
data from Tor Metrics and re-ran the analysis script from the
first experiment using the March data instead of the January
data. These results are shown in Figure 3.

The third experiment was designed to test how the model
from the original paper could be improved. The model made
fromTorNetGen contains performance clients, relays, servers,
and Markov clients. The Markov clients send and receive

packets to and from the servers based on a later paper’s dy-
namically learned Markov models [12] of flow, stream, and
packet generation. We replaced half of these models with
our custom, approximate video clients to see what effect this
change had on performance for performance clients with
320 KiB downloads and 5 MiB downloads. Results of this
experiment are shown in Figure 4.

The last experiment shows how each version of the model
– the version from TorNetGen with January 2019 data and
the version with 50% video clients – performs for larger
downloads. In the original paper, the largest file size that is
downloaded by performance clients is 5 MiB. Furthermore,
they comment in the original paper that “bulk downloads [of
5 MiB] complete slightly faster in Shadow than in Tor.”[9]
This experiment was designed to determine whether this
known issue was exacerbated by a much larger file down-
load and whether the addition of video clients reduced the
difference between Shadow’s performance with the original
model and the observed download times for 300 MiB. Results
for this experiment are shown in Figure 5

5 RESULTS
Each graph shows the cumulative fraction (y axis) of clients
with a download time of the x coordinate. Shadow results are
always displayed in blue, and graphs are labeled with which
model Shadow uses as well as which Torperf or Onionperf
data Shadow results are compared to.

Figure 2 shows the reproduction result for Figure 3 in the
original paper, which is shown in Figure 1. Our results are
similar: the Shadow results follow the measured data’s curve
closely in these graphs. The times to first byte and last for
both 5 MiB clients are very close to the observed data from
Torperf. The time to last byte for the 320 KiB clients runs
between the observed 50 KiB and 1MiB observed data, which
is expected and similar to the original graphs. There are some
differences in the x-axes and shapes of the curves, likely due
to performance improvements in the actual network over the
past 8 years as well as slight modification of the model, such
as including Markov clients. Otherwise, though, the main
figure of the original paper has been reproduced. Overall
the model presented in the paper produces fairly accurate
results when run in Shadow.

Figure 3 shows a result similar to Figures 2 and 1, but the
model results are compared to observed data from March
2020 instead of January 2019. Note that despite 14 months
between the collected data use to build the model and the
real data used for comparison, the model is still performing
well. This result suggests that the Tor network may have
been relatively static, except in terms of performance im-
provements.
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(a) 320 KiB clients
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(b) 5 MiB clients
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(c) 320 KiB clients
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(d) 5 MiB clients

Figure 3: Performance for live Tor and our small modeled network of 50 relays and 500 clients in Shadow and ExperimenTor.
Time to the first byte of the data payload is shown in (a) and (b), and time to the last byte in (c) and (d), for various download sizes.
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(a) 320 KiB clients
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(b) 5 MiB clients
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(c) 320 KiB clients
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(d) 5 MiB clients

Figure 4: Performance for live Tor and our large modeled network of 100 relays and 1000 clients in Shadow and ExperimenTor.
Time to the first byte of the data payload is shown in (a) and (b), and time to the last byte in (c) and (d), for various download sizes.

ping process. File download timings during the remain-
ing period are utilized as discussed below.

Note that we explored various numbers of clients and
found that a 10:1 client-to-relay ratio in our experiments
resulted in load and network performance that reason-
ably approximated that of the live Tor network [12]. We
stress that this client-to-relay ratio is due to our client
modeling strategies; alternative client behaviors may re-
quire an adjusted ratio to produce the network charac-
teristics that best approximate Tor. Accurately modeling
Tor client behaviors is an open research problem which
future work should consider.

4.1 Network Performance
We compare client performance measured in our test en-
vironments to client performance in Tor during the same
period we are modeling.11 We measure the time to the
first and last byte of the data payload of our 320 KiB
and 5 MiB file downloads as indications of network re-
sponsiveness and throughput. We compare our results
to live Tor network performance measured with torperf
[14], a tool that monitors live Tor network performance
by downloading files of sizes 50 KiB, 1 MiB, and 5 MiB.
Performance for our small and large networks are respec-
tively shown in Figures 3 and 4.

We expect client performance in our test environments
to be similar to that in Tor. In particular, the time-to-first-
byte should be consistent regardless of the size of the file
being downloaded. As can be seen in Figures 3a, 3b,

11This work models Tor as it existed during January, 2012.

4a, and 4b, our model produces accurate time-to-first-
byte performance in both tools, although the tools tend to
lose some accuracy above the eightieth percentile. Under
the time-to-last-byte metric, we expect our 320 KiB web
downloads to complete somewhere between the torperf
50 KiB and 1 MiB downloads, and our 5 MiB download
times to be consistent with torperf. Web download times
are more accurate in ExperimenTor in the large network
(Figure 4c) than the small (Figure 3c), and all downloads
tend to take slightly longer in ExperimenTor than in live
Tor. Shadow approximates web download times reason-
ably well (Figures 3c and 4c), and bulk downloads com-
plete slightly faster in Shadow than in Tor (Figures 3d
and 4d). Overall, we are impressed that our model en-
ables both tools to characterize Tor performance closely,
even with scaled-down Tor networks.

4.2 Network Load
Each relay in Tor tracks byte histories: the number of
bytes read and written over time. We use these statistics
to calculate the throughput of each relay included in our
small and large networks, and directly compare through-
puts from Tor with throughputs from our experimenta-
tion environments. The results are shown in Figure 5.

The aggregate throughput for all the relays we chose
in our small network (Figure 5a) totaled 27.6 MiB/s for
live Tor, 31.1 MiB/s in Shadow, and 33.1 MiB/s in Ex-
perimenTor. In our large network (Figure 5b), the aggre-
gate throughput was 44.8 MiB/s in live Tor, 58.4 MiB/s in
Shadow, and 62.2 MiB/s in ExperimenTor. These results
indicate that our experimental networks were too heav-

Figure 1: Jansen et al Figure 3 for their small network.
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(a) First byte, 320 KiB clients.
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(b) First byte, 5 MiB clients.
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(c) Last byte, 320 KiB clients.
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(d) Last byte, 5MiB clients.

Figure 2: Time to first and last byte for 320 KiB and 5 MiB clients in Shadow using the recreated small network,
made from January 2019 data, vs Torperf data for the same month.

Figure 4 shows the performance of 320 KiB and 5 MiB
downloads in terms of the time to last byte for the associated
performance clients in the network model that is 50% video
clients. Like the other experiments, time to first byte graphs
were also created, but due to space, we are omitting them.
Time to first byte performance is not significantly different
from previous results. Additionally, the legend in Figure 4a
had to be abbreviated due to space constraints. Note that
the 320 KiB download tends more toward the middle of the
area between the 50 KiB and 1 MiB observed data, instead
of hugging the 1 MiB Torperf results as in Figures 2c and 3c.
Also note that in Figure 4b, the simulated 5 MiB performance
is intersecting with the Torperf data much more often than
in Figures 2d and 3d.
Figure 5 shows graphs of the time to last byte for 300

MiB clients in Shadow using both the standard January 2019
model and the model with 50% video clients. In Figure 5a the
Shadow model performs pretty well, but tends to complete
much faster than the Onionperf data measured from the real
Tor network. When 50% of the Markov clients in the original
model are replaced with video clients, however, Shadow’s
performance is much closer to the measured performance,
as shown in Figure 5b.

6 DISCUSSION
The results, especially figure 2 in comparison to Figure 1,
show that the model used in the original paper and the per-
formance results that they presented for Shadow using this
model are reproducible. Figure 3 shows that this model is
relatively robust across time. Even though the model was
built with data from January 2019, it was used to successfully
simulate the behavior of the real Tor network in March 2020.
However, this observation that the model performs as well
on “future” networks may not, in fact, be entirely due to
the model’s robustness. It’s likely that the Tor network is
relatively slow-changing, which would partially explain the
relatively accurate results across time.
Figure 4 shows that the addition of explicit video traffic

clients may improve the model introduced in the paper, and
it importantly shows that performance for small downloads
are not adversely affected with addition of video clients. In
fact, the results in Figures 4a and 4b look a little better than
the results in Figures 3c and 3d. Thus, the addition of even
crudely-approximated video clients seems to improve the
model.

With Figure 5a, we show that the issue mentioned in the
original paper where large downloads complete faster in
Shadow than on Tor is exacerbated by larger download size.
The original paper tested up to only 5 MiB downloads, and
Figure 5a shows the results for a 300MiB download. However,
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(a) First byte, 320 KiB clients.
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(b) First byte, 5 MiB clients.
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(c) Last byte, 320 KiB clients.
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(d) Last byte, 5 MiB clients.

Figure 3: Time to first and last byte for 320 KiB and 5 MiB clients in Shadow using the recreated small network,
made from January 2019 data, vs Torperf data for March 2020.
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(a) 320 KiB download time.
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(b) 5 MiB download time.

Figure 4: Time to last byte on the modeled network
with 50% video clients vs March 2020 Torperf data,
where s- is used for shadow and t- is used for torperf.
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(a) 300 MiB download time
with standard model.
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(b) 300 MiB download time
with 50% video clients.

Figure 5: Time to last byte on the modeled network
with 50% video clients vs Onionperf data collected in
June 2020.

this large download performance is greatly improved by the
addition of video clients, as shown in Figure 5b.
Collectively these results show that the original paper is

reproducible. Furthermore, the results from the video client
model show that explicitly modeling video traffic in these
models is a promising future research direction for modeling
Tor network behavior.

7 LIMITATIONS
The clearest limitation in our reproduction work was the lack
of ExperimenTor results. The original paper used another
tool besides Shadowwhichwe decided not to use due to it not
being maintained and the fact that it needed more resources
than those which were available to us. As for our extension
efforts, our model of video traffic is not perfectly accurate.
We tried several iterations of different models, but none of
the tools that we were working with allowed for complex
state to be recorded or measured. In other words, it is impos-
sible to keep track of a video buffer or to estimate network
capacity from within hosts in the Shadow simulation with
traffic generated by Tgen. Therefore, it is impossible to fully
implement existing implementations of ABR or BBR in this
context. Since these limited tools are used to model video
traffic in the simulator, their lack of support for buffer state
and network capacity estimation reduce the accuracy of the
video client models. We carefully tried to tune video clients
to make their behavior as realistic as possible by carefully cal-
ibrating them based on real video streaming measurements,
but they are not perfect models of video streaming behavior.

8 CONCLUSION AND FUTUREWORK
Measurement and modeling work has continued since Me-
thodically Modeling the Tor Network [9] was published in
2012. Internet usage has also changed over time, with more
traffic being video content. For example, Netflix makes up
over 50% of US internet traffic during peak hours [20]. It
seems reasonable that Tor users would also be more likely to
want to use the service for video as well. More work needs
to be done generating models that are realistic for this type
of traffic. The video models presented in our extensions are
relatively simple and don’t capture key features like buffer
state that are needed to implement BBR and ABR algorithms.
Shadow and Tgen could be extended to allow for more com-
plicated traffic patterns using this state. This would allow for
more realistic direct comparisons between models being run
in Shadow and the actual Tor network’s behavior for video
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performance. On the measurement side, more work can be
done logging the endpoints performance while streaming
video both over Tor and the standard Internet in order to
understand how much of a performance hit streaming takes
over Tor. It would also be useful to do measurement work
in understanding how much traffic on Tor consists of video.
This information would be valuable in understanding what
improvements need to be made to Tor to allow for a better
experience for users or even new video streaming techniques
that could be developed specifically for video over Tor. More
accurate ratios of video "background noise" could be used in
simulations to improve accuracy as well.
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